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- -ESVEg P ETiESlER, ERTER, S0

- -BUSVEIE % PCIE, 1R85, MEE

/dts-vi/;

/1

1

compatible = "plxtech,nas782x";
cpus { }; # processor

memory { }; # memory
gic@47001000 { }; # interrupt controler
timer@a4400200 { }; # timer
uart@4200000 { }; # uart
reset-controller@4E00034 { };
rps@44400000 { };

oscillator { };

sysclk { };

plla@adeo01fo { };
pllb@aafeeife { };

stdclk { };

twdclk { };

gmacclk { };
pcie-controller@47co0000 { };
pcie-controller@47e00000 { };
local-timer@47000600 { };
watchdog@47000620 { };
sata@4s5900000 { };
nand@41000000 { };
ethernet@0400000 { };
ehci@40200100 { };

leds { };

b

z
2
3
4
5
6
7
8
9

10
a i B
12
13
14
15
16
17
18
19
20
21
22
23
24
25

void start_kernel(void)
f

1
setup_arch(&command_line);
vfs_caches_init_early();
trap_init();
mm_init();
sched_init();
early irq_init();
tick_init();
init_timers();
hrtimers_init();
softirg_init();
timekeeping_init();
sched_clock_postinit();
local_irq_enable();
console_init();
sched_clock_init();
calibrate_delay();
vfs_caches_init(totalram_pages);
proc_root_init();

rest_init();

}

1% % BRI B EILinux A #%

, B, USB

i) -%Y

i /dts-vi/;

|

3 compatible = "plxtech,nas782x";
4 cpus { }; # processor

5 memory { J; ¥ memory

6 gic@47001000 { }; # interrupt controler
7/ timer@a4400200 { }; # timer

8 uart@44200000 { 1: # uart

9 reset-controller@4£00034 { };
10 rps@44400000 { };

it oscillator { };

o sysclk { };

13 plla@adeo0ifo { };

14 pllb@aafeeife { };

A5 stdclk { };

16 twdclk { };

7 gmacclk { };

18 pcie-controller@47coeo00 { };
19 pcie-controller@a7e00000 { };
20 local-timer@47000600 { };

21 watchdog@47000620 { };

22 sata@45900000 { };

23 nand@41000000 { };

24 ethernet(@40400000 { };

25 ehci@40200100 { };

26 Jeds-{ §:

27 }s

28}
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Ji]

XEITH

User Space Syscalls
LmuxWVq:'liﬁ??rzﬁﬁiﬁ b {2l 55 (]
ralink-rt2880-intc Kernel Space ,
Services
- qca,ar/7240-intc
- marveII,orion-intc Interrupt Subsystem
- marvell,orion-bridge-intc (hterfaces

- arm,cortex-a9-gic
- .. [ Driver 1 I Driver 2 I Driver 3 I Driver 4 ]
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MEL3:
RS EZRIRFI/OIETF S ZZRIKTS

.mask()
- MMIO Read A->a (b’1000) Seiiices
- a |: b’0001 |Interrupt Subsystem| :> QQ@ e
- MMIO Write a (b’1001) -> A mask = > U_M: invoke mask(, U->M
.aCk() Interfaces :3ﬁlr(na3k ﬁ [[} EV 1; un1;(1) 11\</§)’>1\/IA>U

- MMIO Read B -> b (b’0001)

- switch(f(b)) ...
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RSNESRSEBFEZIESRE-E S

dl]

2R

[

Kernel H Init Interrupt Controller Handle IRQ H
raise irg | TICirq timer ack irq_unmask A ICirg
handl - handler
of_irq_init irq_unmask s d:t ler irq_mask irq_ack lower irq art 2
Interrupt | seleetirg | i | ACT
P OFF % MSK UNMSK 5——————= » ACT-PRE » MSK —» ACK 3 » UNMSK Yy | UNMSK
Controller POST
raise irq lower irq
Timer | Keep IRQ Activated “
[ state <— state transition <> hardware-kernel communication <t+— hardware-hardware action "”3  hardware internal action

-

TR % - HEAKTSHL

'

/

-

'

EEIRDN -> ## B shIR SR EN
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- EUMSNEIZFER=IRSH (LinuxRi%F R %) HIRSERE M (I0XBF )

4 )
State Machine /l automatic generated
w/o Transition XXX_mmio_read(); E &
Condition XXX_mmio_write();

Linux kernel

] state_transition(rw_seq) {

ﬂ if (rw_seq == TransCon)
MMIIO R/W change_state();
Sequences as do_action();
Transition Condition }
Automatic \. J \ /

Inference Peripheral Model Virtual Device
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EEBER A Bt

oM ERE

Subtarget Interrupt Controller Timer
ramips/rt305x ralink-rt2880-intc not necessary
ath79/generic gca,ar7240-intc not necessary

marvell,orion-intc

kirkwood/generic ; : ; marvell,orion-timer
marvell,orion-bridge-intc
: 5 arm,cortex-a9-global-timer
bemS53xx/generic arm,cortex-a9-gic £ ]
arm,cortex-a9-twd-timer
: . arm,arml I mp-twd-timer
oxnas/generic arm,arml Imp-gic

plxtech,nas782x-rps-timer

10/64 10 1-BU 5\ % (FEZL BB EMN EIEE/SE)

ramips/  ath79/  kirkwood/ bcm53xx/  oxnas/
rt305x  generic generic generic generic
count | 1/10 2/15 3/26 2/4 2/9

Subtarget
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LinuxBX M & EFFEE ST

- EHEE THBIT96%MILinux I EA 1% & FI R #%

SoC Unpack  Kernel Booting Validation

User Space Shell

Overall 6.192 6188 | 5947 (96.11%) 5469 (88.38%) |

- ZET2EM. 22 A . THEEE R, 10+ B 26 LR GE

5000 4743 3000
2595 5438 FIT e 42 2500 Number of Firmware
243 i
4000 v = TRX MES—— 368 © 2000 2500 d-link | 745
: g Tar E— 122 g 2000 | -3
Z s Z 2000 ar - g ;§00 poray | 270
E 3 ‘E 556 UBI s |50 = 1500 B tp-link j— 229
2 s s TPLink —— 110 8o 1000 petgear | 213
£ £ 1000 Seama IE— 2 £ ;00 hl':‘dﬂ _— 205
= =
! 260 3 E ; allnet 180
Z 1000 444 z. 500 403 ulmage IEEEEE———— 5088 Z 500 /33.6 1248 e e
= - 98 1 100 10000 buffalo 170
0 g l W B 0
mipsel mipseb armel 414x 44X 3.18.x 3.1049 urnber,of Fimpmre 0 3 6 9 1215 0 500 1000
(a) Architecture (b) Kernel Version (¢) Firmware Format (d) Firmware Size (e) Top-10 Vendors
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- BalEERBIER v.s. TEREHERIEE (Ground Truth)

Models ‘ Pass Skipped Failed ‘ Total
Generated 1049 164 46 1259
Ground Truth | 1049 164 46 1259

- MATARREREANRRAMAFLZ - MA2: 2

CVE ID CVE Type Status  Version
CVE-2016-5195 Race Condition X N/A
CVE-2016-8655 Race Condition v 1 d
CVE-2016-9793 Integer Overflow v ao
CVE-2017-7038 Integer Overflow A O

CVE-2017-1000112 Buffer Overflow /1 A

CVE-2018-5333 NULL Pointer Dereference Ve 14

TriforceAFL
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I-B S ENE FRERRARENE, H—FERESHINA

(
. N State Machine

- w/o Transition

Condition
Experts A\ |

N
1

(| MMIIO R/W A
Sequences as

Transition Condition
Automatic

L

automatic generated

Xxx_mmio_read();
XXX_mmio_write();

3] state_transition(rw_seq) {

change_state();
do_action();

=4

Inference Peripheral Model

Virtual Device

_J Shell

if (rw_seq == TransCon) S Gt
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2518 1b R FOHR 4 7€ i 5 BY

- WA/ (/0)

-

IR FIHR

- N7FBLEF1/0 (Memory-Mapped 1/0, MMIO)

- #xAI/O(Port /0, PIO)

- EERNTEIAE (Direct Memory Access, DMA)

- AYEREE

DMAW

Addr

Bytes

MMIOW | Addr| Value

.

frimia] Rt it

— 5KH BT RO BUR
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1

- Commandk{EARE], PointerigRIBIXRA[E]

DMAW

Addr

Command

Pointer

&7 ==
&7 ==

Objectl

Object?2

23



PR 2 : JH R 8K

- — P EMIEEH R RKEET— THR

w15l 2 15l 3
Write data r oW Set state A r -
DMAW to dma_start '\ dma_start() '\ State_var
Pass dma_start to Check state
= MMIOW
MMIOW the virtual device If A, go to state B
Load data Check state
MMIOW
MMIOW from dma_start If B, go to state C
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o mmm s e e e e e e e -
1
1
1

vd0=Model(‘tx’, 0)
' vd0.add_struct("tx_t’, {
‘command#0x4’: 'FLAG’,
i ‘pointer#0x4’: "POINTER’})

' vd0.add_point_to(‘tx_t.pointer’, [None,

' ‘“macaddr’, ‘config’, None, None, None, None,

None], condition=["tx_t.command.0’])

HEBRRIRBUERE

&fH B RIKBUE R IR EY

RE T4} BBt 2 R A AT

XFHR AR BRI E I EHR
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BIDHEIE2: ZHHRRLE 2R BEF 3 H R EHKF

HER ChangeAddr, etc. - BRI E A

FF 51 4% ShuffleMessages, etc.

AEEIYY GroupMessage |:> REMENREHER(ARES TE
=&, W'J1%7$E1’E*4rqﬂ)

SRHERLT R
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M1
M2
M3

M4

Seed
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AR 1L

M1

M2

M3

M4

Seed

CE

Mutate |hﬂ1| |

— w2/ N
M4 |
M1 |
Test case

ChangeValue
EraseMessage

InsertRepeatedMessage
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M1

M2

M3

M4

Seed

Buffer to
|M1| | be loaded
M1 | M2,
wt_at)e M2 - Dlspatd; M5 Allocate
M4 ‘ M6 | Memory write~
M1 | M4 Trigger -
M1 |
Test case .
Run time

ChangeValue
EraseMessage
InsertRepeatedMessage

Inject Messages
with Intra-Message
Dependency
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M1

Mu

M2

M3

M4

Seed

Buffer to
| M1 | | be loaded
M1 M2 -
tate | le | Dispatch VG All Save
- - N ocate
M4 ‘ M6 | Memory writen
M1 | M4 Trigger AP
M1 |
Test case ,
Run time
ChangeValue Inject Messages
EraseMessage with Intra-Message
InsertRepeatedMessage

Dependency

""""

Allocate

M6 LMemory write

Trigger

M1

GroupMessage

Corpus

30



Device | VDF HyPERCUBE || NyxLegacy V-SHUTTLE QEMUFuzzer VIDEZZ " o
# oo § o § oon
QEMU-x86 Audio Een Feon § o
AC97 53.0% 100% - 9593% 95904 | . e = 1
csa3la 56.0% 74.76% 85.80% 9406%  9261% e e e 1
ES1370 727% 9138% 9191% 8840%  |9136%
Intel HDA 58.6% 79.17% 7830% 6587%  6478% (a) AC97 (b) C54231a (€) ES1370
SBI6 81.0% 83.80% 81.52% s415%  [8184% " .
g i i
I L QEMU-x86 Storage H H § o /_‘
' K V4 N S$.L AHCI — — — 61.60% 4980% 62065 ¢ H el J/
24N N wsn sss | | mE i o e
‘ Megasas — — = 58.50% S867%  |7674%
SDHCT 90.5% siis | [73see - TI34%  68.52% (d) Tntel-HDA (¢) SBI6 (f) AHCI
VirlO-BLK. — — = -— j055%  [ssave . .
8 £ o % oo
QEMU-x86 Network £ S il
g £ £ aon
E1000 81.6% 66.08% 153.36% 74.50% % [82% | F ] f 1%
E1000E (1/2)! — - - - 63.12%  60.94% 3 = E
FitooR B - - - - il || Tt iomin o i Tt oty 3
11 EEPro100 75.4% 83320 - 82.13%  90.46% (g) FDC (h) Megasas (i) SDHCI
NE2000 717% 71.89% 71.90% 7509% | 94.00%
PCNET 36.1% 78.81% 88.90% 932% 0% | o - g b § b
RTL8I39 63.0% 74.68% 80.82% 8306% [T D 2 o J// £ o /J
QEMU-x86 Display & % i’ g % HES
e LR — — — ey ] St o 5n T amth 3 Tortn om0
A \ S L fqu oy - - - - —  8567% (i) E1000 (k) EI000E (1) E1000E Core
IRRUS-VGA —~ — = = ssos%  [Boevw g —
- - I sz u QEMU-x86 USB i o ¢ g rrdg b i
EHCT — - - 31.19% 7184%  |7196% £ £y o d
OHCI — - = 3662% 7.33%  8399% ° R .. A
N ﬁlj UHEl _ _ _ P sso0n IR T 7 o 3 Tt omth
- l N XHCT — 64.40% * - 529%  |81.63% (m) EEPRo100 (n) NE2000 (0) PCNET
Nyx-Spec
XHCT [711.12%] & oon — § sox — & o i
\ s fe (7 jonl |
£ won £ won 2 ws.
- I l l a OX Virl0-BLK - — |l — — — [Eg £ S RS _
- QEMU-AArch32 Tortmiomin 2 Tt 3 Tortnsonth n
PLO4I (Audio) — — — — — smo (p) RTL8139 (q) ATI-VGA (1) ATL-VGA 2D
SMC9ICIT (Net) - - - - 92.14% (92988 . .
% oo $ fon|
TC6393XB (Display) s — — — —  [1638% ¢ £ § o
=1 br7v3 QEMU-AArch64 g o H 5 won
R S$L § H £ o
2> XOUCIINGURCRN | — - - - - B2 it B T i S
XLNX-DP (Display) — — = — —
VirtualBox x86_64 () CIRRUS-VGA () EHCI (u) OHCI
SBIG - - - - — el E e o B § on
FDC . = — — Z lpaa 4 £ oo
s = ¢ 7o~
§ = H £ aon

2We collected the coverage in ati.c and ati_2d
consider ati_2d.c. Therefore, it shows — in the table.

v o e m e s s e g e v

2
1

N, et e PCNET e . . . —  4835%
| hd - Y 3 i S$L oHCl — — — — — 6134 = =
1 o TWe collected the coverage in e1000e . c and e1000e_core.. . respectively. )
i i_2d.c, respectively. V-SHUTTLE authors confirmed that they did nc (v) UHCI (W) XHCI (x) VirtlO-Blk

l_l /\ : : —| A3 I_I /\ : : — 27 WI6  audic qemu 6150 1386 Asserion falure in udio-calloc) cawsed by sb16 NIA An
- I o0 n I > oR n 28 sb16 audio  gemu  6.1.50 i386  Abort in audio_calloc() 4 vi
12i5E N4 ~ 12I5E N4 29 sdhei  storage  qemu  7.150 386  Heap buffer overflow in sdhci_read_dataport() 9 QF
30 sme9lelll net  gemu  7.0193 aarch32  Out of bounds read/write in sme9lcl1l 5 Vi
31 1©6393xb  display  qemu negative-size-param in nand_blk 23 Vi
32 ©6393xb  display  qemu Heap buffer overflow in nand_bik_write_S120) 7 Vi
3 virtioblk  storage  qemu Assertion failure in address_space_stw_ie_cached() 5 An
34 virtio-blk  storage  gemu Infinite loop in virtio_blk_handle_vq() 16 An

« /S = /\ LY A Y - 35 vmnet3 net  gemu Code should not be reached vmxnet3_io_bar]_write() NIA VS, Vi
ZN \ A I 36 vmnet3 et gemu Three hw_error() in vmxnet3_validate_queues) N/A QF
E X I I m i 37 Vet net  gemu Assertion failed in vmxnet3_io_bar0_write() NIA QF

y 38 vnne3 net  gemu Out of memory net_tx_pki_init() NIA QF Vs
39 vmnet3 net  gemu Assertion failure in net_tx_pkt_reset() NIA QF

10 vinxnet3 net  gemu eth_get_gso_type: code should not be reached NIA QE Vs
4 xhei ush  gemu Abort in xhci_find_stream() 56 Vi
2 xinxdp  display  gemu Abort in xlnx_dp_aux_set_command() 1 Vi
4 Xnxdp  display  gemu Out of bounds read in xinx_dp_read() 1 Vi
4 xinxdp  display  gemu Out of bounds in xInx_dp_vblend_read() NIA An
45 xindp  display  gemu Overflow in xinx_dp_aux_push_rx_fifo() 3 Vi
46 Xnvdp  display  gemu Abort in xlnx_dp_change_graphic_fmt() 1 Vi
47 xindp  display  gemu Underfiow in xnx_dp_aux_pop_tx. 1 Vi
48 xindp  display  gemu Overflow in xInx_dp_aux_push_tx_fifo() 17 Vi
49 net  gemu Fifo underflow in transfe: 400 2 Vi
50 net  gemu Fifo overflow in transfer._| 201 Vi

51 xinx_zyngmp_gspips i gemu Out of bound in xilinx, \mprg‘wnl 0 1 Vi ()pen
52 xinx_zyngmp_gspips spi gemu Underflow in xlnx_dp_aux_push_rx_fifo() 2 Vi Open
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ViDeZZo-ARP v.s. ViDeZZo-RP

Intra-Message Dependency

Branch Coverage

Branch Coverage

100%
80% 7
60% 1
40%

20% A

— \uzZo-AN S
—— \VOaZZo-AP S
—-— \DeZZ0-RP
—— \DeZZo P

- QEMUFuzzer
— \Shuttie S

0%

10s1m 10m1lh 24h

(a) EHCI

— WOeZZ0-ANP o
™ VDazZoAP Y
| e \iDeZZ0-RP
—— \iDeZZo P

+  QENUFuzzer
— VShuttie S

10s1m 10m1lh 24h

(c) UHCI

Branch Coverage

Branch Coverage

100%
80% +
60% 1 :
40% - — bezioan ]
——— VDeZZo-AP
o' —-— \DeZZ0-RP
20% A —— ViDeZZoP
©  QEMUFuzzer
0% ; . -—l—- \'?!‘utﬂeS
10s1lm 10mlh 24h
(b) OHCI
100%
80% -
60% 1
40% 1 §57
w—DeZZo-ARP
= ——— DeZZ0AP
20% 4 —e— ViDeZZo-RP
= ViDeZZo P
0% —— QENUFuzzEr

(d) XHCI

10s1m 10mlh 24h

32



ZRHBRTIFRNER

ViDeZZo-ARP v.s. ViDeZZo-AP

Inter-Message Dependency

Branch Coverage

Branch Coverage

100%
80% 7
60% 1
40%

20% A

— \uzZo-AN S
——— VOR2Zo-AP J
—-— \DeZZ0-RP
—— \DeZZo.P

- QEMUFuzzer
— St S

0%

10s1m 10m1lh 24h

(a) EHCI

— WOeZZ0-ANP o
™ VDazZoAP Y
| e \iDeZZ0-RP
—— VDeZZoP

+  QENUFuzzer
— VShuttie S

10s1m 10m1lh 24h

(c) UHCI

Branch Coverage

Branch Coverage

100%
80% +
60% - :
40% - — bezioan ]
—— \DGZZ0-AP
+ ' = \DeZZo-RP
20% A —— ViDeZZoP
- QEMUFuzzer
0% : : ~l-— \'?!‘ut(leS
10s1m 10mlh 24h
(b) OHCI
100%
80% -
60% 1
40% j:
—DeZZ0-ARP
- - DeZZ0AP
20% 4 —— \iDeZZo-RP
= ViDeZZo P
0% = QENUFuUZEr

(d) XHCI

10s1m 10mlh 24h
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100% T — 100%
. . Ll oz : : : 7] o)
ViDeZZo-ARP and ViDeZZo-RP/P g B0 g o0%
/ / 2 60% 2 60%
o S : O ast :
= 40% - — vouzzo-An'Y < 40% 4 — VOuZZoAp |
o —— \06ZZ0-AP | o —— \DGZZ0-AP
< —— \DeZZ0-RP < + ' = \DeZZo-RP
o 20% 1 —— \iDeZZo.P o 20% A ——— \iDeZZ0.P
[=1] QEMUFuzzES o -+ QEMUFuzzEr
Intra-Message Dependency Inter-Message Dependency T e ol e e o e I X ]
10s1m 10mlh 24h 10s1m 10mlh 24h

- UXEHERGERE, HRET R
B INE %

(a) EHCI (b) OHCI

100% T— - 100%
: 1. 80% -
60% -

80% 1
60% 1

— W;ZZ&A“V:
™ VDazZoAP Y
"' e \iDeZZ0-RP

40% -

40% - : :
— ‘n\DuZZuJ-N"
= ——— DeZZ0AP
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